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What is penetration testing? And do I need it? 

Penetration testing is essentially a controlled form of hacking in which an ethical hacker, working on 

behalf of an organisations, looks for vulnerabilities in same way that a criminal hacker would. 

The objective of penetration testing is similar to vulnerability scanning, but it is more thorough and 

requires expertise and human interaction. 

Additionally, penetration tests are designed to not only identify weaknesses in an organisation’s system 

architecture but also how they could be exploited. Armed with this knowledge, organisations can 

pinpoint how effective their security controls are and which areas need to be improved. 

We have partnered with an Organisation that can help you. Let us know if you are interested. 
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The Data Protection Commission Report 

The new office of the Data Protection Commission (“DPC”) was established on 25 May 2018, at the time 

of the commencement of both the General Data Protection Regulation ("GDPR") and the Data Protection 

Act 2018. On Thursday, 28 February the DPC published their first annual report. covering the period 25 

May 2018 to 31 December 2018. https://www.dataprotection.ie/en/news-media/press-releases/dpc-

publishes-annual-report-25-may-31-december-2018 

It said in a nutshell: 

• 2,864 complaints were received, with the largest single category being “Access Rights.” 

• While the majority of complaints continued to be amicably resolved, the DPC issued a total of 18 

formal decisions. Of these, 13 upheld the complaint and 5 rejected the complaint. 

• 32 new complaints were investigated under S.I. 336 of 2011 in respect of various forms of 

electronic direct marketing: 18 related to email marketing; 11 related to SMS (text message) 

marketing; and 3 related to telephone marketing. 

• 3,542 valid data security breaches were recorded, with the largest single category being 

“Unauthorised Disclosures.” 38 of the data breaches related to 11 multinational technological 

companies. 

• The Special Investigations Unit ("SIU") opened 31 own-volition inquiries under the Data 

Protection Act 2018 into the surveillance of citizens by the state sector for law-enforcement 

purposes through the use of technologies such as CCTV, body-worn cameras, automatic number-

plate recognition enabled systems, drones and other technologies. The SIU also continued its 

work in relation to the special investigation into the Public Services Card of the Department of 

Employment Affairs and Social Protection. 

• 15 statutory inquiries (investigations) were opened in relation to multinational technology 

company’s compliance with the GDPR. 

• The first stream of a public consultation on the processing of children’s personal data and the 

rights of children as data subjects under the GDPR was launched on 19 December 2018, with the 

closing date extended to 5 April 2019. 

• The DPC received 900 Data Protection Officer notifications. This means that there are only 900 

DPOs in the country. 

 

What will they be focusing on for 2019: 

• Enhancing the quality and responsiveness of the Information and Assessment Unit (“IAU”). 

• The SIU was established in 2015 to carry out investigations of its own initiative as opposed 

to complaints-based investigations. In 2019, the focus of the SIU’s work will be carried out 

through own-volition inquiries. 

• In late 2018, the DPC established an advanced technology evaluation and assessment unit 

(the Technology Leadership Unit ("TLU") with the objective of supporting and maximising 

the effectiveness of the DPC’s supervision and enforcement teams in assessing risks relating 

to the dynamics of complex systems and technology. Throughout 2019, the TLU will 

https://www.dataprotection.ie/en/news-media/press-releases/dpc-publishes-annual-report-25-may-31-december-2018
https://www.dataprotection.ie/en/news-media/press-releases/dpc-publishes-annual-report-25-may-31-december-2018
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undertake “sweeps” or data controller surveys that will inform the DPC of compliance 

activities; desktop studies evaluating data subjects’ perspectives of data controller 

compliance efforts; and research into contemporary matters such as artificial intelligence 

and machine learning, encryption, digital ledger technology, digital assistants and identity 

management and authentication technologies. 

• In Q2 2019 the DPC will roll out supports for a DPO network in Ireland. 

• Providing legislative observations has become a key role of the DPC’s consultation function 

following the application of the GDPR and the enactment of the Data Protection Act 2018. It 

is anticipated that this function will grow substantially in 2019. 

• The DPC’s new consultation team is tasked with providing guidance to data controllers in the 

charity and voluntary sector and plans to issue targeted guidance for the charity sector in 

the Q2 and Q3 of 2019. 

• The DPC is also establishing a new unit to operationalise the important new mechanisms of 

Certification and Codes of Conduct that have been introduced by the GDPR. 

• In 2019, the DPC will continue to engage with companies on transparency standards. Other 

priorities for the sector will include engagement with the financial and insurance sectors to 

better understand the application of emerging technologies to their data-processing 

operations, and the ongoing monitoring, including statutory consultation where required, of 

proposals to implement national banking and insurance fraud databases. 
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GDPR Gives European Tech Companies A Major Advantage, Two EU-Based CMOs Say 

https://www.forbes.com/sites/tonysilber/2019/02/28/gdpr-gives-european-tech-
companies-a-major-advantage-two-eu-based-cmos-say/amp/ 
 
 
  

https://www.forbes.com/sites/tonysilber/2019/02/28/gdpr-gives-european-tech-companies-a-major-advantage-two-eu-based-cmos-say/amp/
https://www.forbes.com/sites/tonysilber/2019/02/28/gdpr-gives-european-tech-companies-a-major-advantage-two-eu-based-cmos-say/amp/
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Brexit reminder. 

Are you an Irish company that transfers personal data to the UK (including Northern Ireland)?   

See below a non-exhaustive list of examples of ways you might be transferring data to a UK-based 

company 

• Are you outsourcing your HR, IT or Payroll function to a UK based organisation?  

• Are you using a UK based marketing company to send marketing communications to your customer 

database? 

• Is your occupational health provider based in the UK? 

• Is your pension scheme based in the UK? 

• Are you using translation/transcribing services of a UK based company where you might be sending 

personal data of employees, customers or suppliers? 

  

• Are you using a UK based company to analyse data on visitors to your website? 

  

• Are you storing data in the UK on a server or in the cloud? 

 

 In a 'No Deal' Brexit scenario you will need to put extra measures in place to legally transfer this data 

• In the EU we have very high standards of data protection. EU based data controllers are not 

permitted to transfer personal data outside the EU/EEA unless those standards are maintained. 

• In a “no-deal” Brexit scenario, the UK will no longer be a member of the EU; instead, it will become a 

‘Third Country’.  This means that transfer of personal data from Ireland to the UK will be treated in 

the same way as transfers of personal data to countries like Australia, India or Brazil.  

• What this means in practice is that, in order to comply with GDPR rules, an Irish company intending 

to transfer personal data to the UK will need to put in place specific safeguards to protect the data 

in the context of its transfer and subsequent processing. 

  

• This can be done in a number of different ways, depending on the circumstances in which the data is 

to be transferred. 

  

• One such way is the use of “Standard Contractual Clauses” or “SCCs” (also known as Model Clauses)  

and this is likely to be relevant to most Irish businesses that transfer personal data to the UK.  

  

• The SCCs consist of standard or template sets of contractual terms and conditions that the Irish-

based controller and the UK-based recipient (often acting as a Data Processor) both sign up to. The 

basic idea is that each of the parties to the contract give contractually binding commitments to 

protect personal data in the context of its transfer from the EU/EEA to the Third Country. 

Importantly, the data subject is also given certain specific rights under the SCCs even though he or 

she is not party to the relevant contract. 
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• The SCCs can be adopted by putting in place a stand-alone or new contract between the Irish-based 

controller and the UK-based recipient. As well as setting out the SCCs, that contract may also include 

other commercial clauses provided those other clauses do not affect the operation of the SCCs or 

reduce data subject’s rights. Likewise, any additional commercial clauses must not reduce the level 

of protection which the UK-based entity is required to provide for the transferred data. An example 

of the kind of commercial clause that is permitted is a provision under which the UK entity 

indemnifies the Irish controller against a breach by the UK entity of its obligations under the 

contract. 

  

• Alternatively, where the Irish-based controller and UK-based processor already have a contract in 

place between them, as required by Article 28(3) of the GDPR, they may decide to incorporate the 

SCCs into that existing contract. Again, this is provided that its terms do not affect the SCCs or 

reduce the data subject’s rights, and provided its terms do not reduce the level of protection which 

the UK processor is required to provide for the transferred data. Depending on the particular form 

and terms of their existing contract, this outcome could be achieved by means of a written variation. 

 

 

 


